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What is a pro cess?

A processis a program in execution
Eadch processhasa process|D

In Linux,
$

prints oneline for ead process.
A program can be executeda number of times simultaneously

Ead is a separateprocess.
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What is a process?| 2

A processincludescurrent valuesof:

Program courter
Registers
Variables

A processalsohas:

The program code

It's own addressspace,independert of other processes

A userthat owns it

A group owner

An environmentand a command line
This information is stored in a processcontrol black, or task de-
scriptor or processdescriptor

a data structure in the os, in the processtable

Seeslidesstarting at  34.
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What is a thread?

A thread is a lightweight process
Takeslesscpu power to start, stop
Part of a single process
Sharesaddressspacewith other threadsin the sameprocess
Threads can sharedata more easily than processes
Sharing data requiressynchonisation, i.e., locking | seeslide 61.

This sharedmemory spacecan lead to complicationsin program-
ming:

\Threads often prevert abstraction. In order to prevent
deadlack. you often needto know how and if the library you
are using usesthreads in order to avoid deadlock problems.
Similarly, the useof threadsin alibrary could be a ected by
the useof threads at the application layer." { David Korn

See page 180, ESR in references, 66.
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Program counter

The code of a processoccupiesmemory
The Program courter (PC) is a cpu register

PC holds a memory address. .

...of the next instruction to be fetched and executed

Environmen t of a pro cess

The environmentis a set of namesand values

Examples:
PATH=/usr/bin:/bin:/usr/X11R6/bin
HOME=/home/nicku
SHELL=/bin/bash

In Linux shell, can seeervironmernt by typing:

$
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Permissions of a Pro cess
A processexecuteswith the permissionsof its owner
The owner is the userthat starts the process

A Linux processcan executewith permissionsof another user or
group

If it executesasthe owner of the program instead of the owner of
the processiit is called set user id

Similarly for setgroup id programs
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Multitasking

Our lab PCs have one main cpu

But multipro cessommadinesare becomingincreasinglycom-
mon

Linux 2.6.x kernel scalesto 16 cpus

OSSI| ver. 1.5 Processeg slide5

How executemany processesdat the sametime"?
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Multitasking | 2

CPU rapidly switchesbetweenprocesseshat are \ready to run”
Really: only one processruns at a time
Changeof processcalled a context switch

Seeslide 36

With Linux: seehow many cortext switches/secondusing vmstat
under \ system" in column\cs"
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Birth of a Pro cess

In Linux, a processis born from a fork() systemcall

A systemcall is a function call to an operating systemservice
provided by the kernel

Eadch processhasa parent
The parert processcalls fork()

The child inherits (but cannot changg the parernt environmert,
open les

Child is identical to parert, exceptfor return value of fork() .

Parert getschild's processID (pid)

Child getsO

Multitasking | 3

This diagram shows how the sdeduler givesa \turn" on the cpu
to eat of four processeshat are readyto run

process
CPU executes process

> W O O

1 T T 1 T T T ~time

context switches
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Pro cess tree

Processesnay have parerts and children
Givesa family tree

In Linux, seethis with commands:

$

or

$
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Scheduler

OS decideswhento run ead processthat is ready to run (\run-
able")

The part of OS that decidesthis is the scheluler
Sdeduleraimsto:

Maximise CPU usage

Maximise processcompletion

Minimise processexecutiontime

Minimise waiting time for ready processes
Minimise responsetime

In terrupts

Will discussinterrupts in more detail when we cover 1/0
An interrupt is an evert (usually) causedby hardware that causes

Saving someCPU registers
Execution of interrupt hander
Restoration of CPU registers

An opportunity for scheduling
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When to Switc h Pro cesses?

The stheduler may change a processbetween executing (or run-
ning) and ready to run when any of theseeverts happen:

clock interrupt

I/O interrupt

Memory fault

trap causedby error or exception

systemcall

Seeslide 17 showing the running and ready to run processstates.
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Scheduling statistics:

The \system" columnsgive statistics about scheluling:

\cs" | number of cortext switchesper second
\in" | number of interrupts per second

Seeslide 36, manvmstat
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Pro cess States

waiting

for input scheduler

chooses another
process

scheduler
chooses
this process

\/V

input available

Blocked
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What is Most Common State?

Now, my computer has 160 processes.

How many arerunning, how many arereadyto run, how many are
blocked?

What do you expect is most commonstate?

OSSI| ver. 1.5 Processeg slide 18



creatio

Most Pro cessesare Blo cked

9:41am up 44 days, 20:12,

1 user, load average: 2.02, 2.06, 2.13
160 processes: 145 sleeping,

2 running, 13 zombie, O stopped

Here you seethat most are sleeping,waiting for input!

I/O bound
With one cpu, only one processcan actually be running at one
time
Howewer, surprisingly few processesre ready to run

The load averageis the averagenumber of processeghat are in
the ready to run state.

In output from the top program above, seeover last 60 seconds

there are 2.02 processe®n averagein rtr state
ver. 1.5 Processeg slide 19
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Lin ux O cess States

stopped
I running state
wait

ready to run ) scheduling
\‘ for event

uninterruptible

interruptible

ver. 1.5

signal
or
event
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Lin

ux Process States | 2

Running | actually contains two states:

exeuting, or

ready to exeute

Interruptable | a blocked state

waiting for event, suc as:

{ endofan /O operation,
{ availability of a resource,or

{ asignal from another process
Uninterruptable | another blocked state

waiting directly on hardware conditions
will not acceptany signals(even SIGKILL

OSSI|
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Lin ux Pro cess States | 3

Stoppd |

can be restarted by another process

processis halted

e.g.,a debuggercan put a processinto stopped state
Zombie| a processhasterminated

but parernt did not wait() for it

OSSI|
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Pro

cess States:
The \procs"” columnsgive info about processstates:

\r" | number of processeshat arein the ready to run state

\b" | number of processeshat arein the uninterruptable blocked
state
OSSI| ver. 15
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Tools for monitoring pro cesses

Linux provides:

Good to monitor over time:
$

Easierto understandthan vmstat

Monitor over time with
$
View processewvith | seeslides27to 30

The system monitor shows data collected over time: See
mansar; investigatesar -c andsar -q

Seethe utilities in the procps software padkage. You canlist them
with

$

Pro cess Monitoring  with

Pro cess Monitoring |

08:12:13 up 1 day, 13:34, 8 users, load average: 0.16, 0.24, 0.49
111 processes: 109 sleeping, 1 running, 1 zombie, O stopped

CPUstates: cpu user nice system irg  softirgq iowait idle
total 0.0% 0.0% 3.8% 0.0% 0.0% 0.0% 96.1%
Mem: 255608k av, 245064k used, 10544k free, Ok shrd, 17044k buff

152460k active, 63236k inactive

Swap: 1024120k av, 144800k used, 879320k free 122560k cached

1253 root 15 0 73996 13M 11108 S 29 55 19:09 0 X
1769 nicku 16 0 2352 1588 1488 S 19 06 210 0 magicdev
23548 nicku 16 0 1256 1256 916 R 19 04 000 O top
1 root 16 0 496 468 440 S 0.0 0.1 0:05 0 init
2 root 15 0 0 0 0sSw 00 0.0 0:00 0 keventd
3 root 15 0 0 0 0OSw 00 0.0 000 0 kapmd
4 root 34 19 0 0 0 SWN 0.0 0.0 0:00 0 ksoftirqd/O
6 root 15 0 0 0 0OSw 00 0.0 0:00 0 bdflush
5 root 15 0 0 0 0OSW 00 0.0 011 0 kswapd
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Monitoring pro cessesin Win 2000
Windows 2000provides a tool:

Start |  Administrative Tools! Performance.

Can usethis to monitor various statistics

OSSI| ver. 1.5 Processeg slide 25
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. load average
08:12:13 up 1 day, 13:34, 8 users,

load averageis measuredover the last minute, v e minutes, fteen
minutes

Over that time is the averagenumber of processeshat are ready
to run, but which are not executing

A measureof how \busy" a computeris.
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. pro cess states

111 processes: 109 sleeping, 1 running, 1 zombie, O stopped

sleeping Most processe109/111) are sleeping,waiting for i/o

running This is the number of processedhat are both ready to run
and are executing

zombie There is one processhere that hasterminated, but its parert
did not wait() for it.

The wait() systemcallsare madeby a parert processto get
the exit() status of its child(ren).

This call removesthe processcontrol black from the process
table and the child processdoesnot exist any more. ( 34)

stopp ed When you press' Control-z ' in a shell, you will increasethis

number by 1
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. Pro cessesand Memory
1253 root 15 0 73996 13M 11108 S 29 55 1909 0 X

SIZE This column is the total size of the process,including the part
which is swapped (paged out) out to the swap partition or swap
le

Here we seethat the processX usesa total of 73,99&Kb, i.e.,
73996 1024bytes 72MB, wherehere IMB = 220 pytes.

RSS The residentset sizeis the total amourt of ram that a process
uses,including memory sharedwith other processesHere X uses
atotal of 13MB ram , including ram sharedwith other processes.

SHARE The amourt of shared memoryis the amourt of ram that this
processshareswith other processesHere X sharesl1,108B with
other processes.

We canseethat the total amourt of ram usedexclusiwely by oneprocess
isrss share Hereweseethat X usesabout 13 2?0 11,108 2! 2MB
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Virtual Memory: suspended pro cesses

With memoryfully occupiedby processesgould have all in blocked
state!

cpu could be completelyidle, but other processesvaiting for ram
Solution: virtual memory

will discussdetails of vm in memory managemen lecture

Part or all of processmay be saved to swap partition or swap le
OSSI| ver. 1.5 Processeg slide 31




Suspended Pro cesses

Could add more statesto processstate table:

ready and suspended
blocked and suspended

OSSI| wver. 1.5 Processeg slide 32

Pro cess Control Blo cks
The Pro cess Table

Data structure in OS to hold information
about a pro cess

OS Pro cess Control Structures

Every os provides processtablesto manageprocesses

In this table, the ertries are called processcontrol blacks (pcbs),
processdescriptors or task descriptors. We will usethe abbrevia-
tion pchb.

There is one pcb for eat process

in  Linux, pcb is called task struct , dened in
include/linux/sched.h

In a FedoraCoreor RedHat system,youwill nd it in the le
/usr/src/linux- 2.*/include/linux/sched.h if you have
installed the kernel-source software padkage

What is in a PCB

In slide 3, we sav that a pcb contains:

a processid (pid)

processstate (i.e., executing, ready to run, sleepingwaiting
for input, stopped, zombie)

program counter, the cpu register that holds the addressof
the next instruction to be fetched and executed

The value of other CPU registers the last time the program
was switched out of executing by a context switch | see
slide 36

scheduling priority

the userthat ownsthe process

the group that owns the process

pointers to the parent process and child processes
Location of process'sdata and program code in memory
List of allocated resources (including open les)

pcb holdsthe valuesasthey werewhen processwas last switched

out of executingby a context switch| seeslide 36
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Context Switc h

os doesa context switch when:

stop current processfrom executing,and
start the next processexecutingon cpu
os savesthe exeution context (see 37) to its pcb

os loadsthe ready process'sexecutioncortext from its pcb
When doesa corntext switch occur?

When a processblacks i.e., goesto sleep,waiting for input or
output (i’0), or

When the schedulerdecideghe processhashadits turn of the
cpu, and it's time to sdheduleanother ready-to-run process

A cortext switch must be as fast as possible or multitasking will
be too slow

Very fastin Linux os
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Execution Context

Also called state of the process(but sincethis term hastwo mean-
ings, we avoid that term here), processcontext or just context

The exeution contextis all the data that the os must save to stop
one processfrom executingon a cpu, and load to start the next
processrunning on a cpu

This includesthe cortent of all the cpu registers,the location of
the code,. ..

Includes most of the cortents of the process'spch.
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Program Counter in PCB

What value s in the program courter in the pcb?
If it is not executingon the cpu,

The addressof the next cpu instruction that will be fetched
and executedthe next time the program starts executing

If it is executingon the cpu,

The addressof the rst cpu instruction that wasfetched and
executedwhenthe processheganexecutingat the last context
switch ( 36)
OSSI| ver. 15
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Pro cess Control Blo cks|Example

The diagram in slide 40 shows three processesnd their process
cortrol blocks.

There are sewen snapshotstg, tq, t, t3, t4, ts and tg at which the
scheduler has changedprocess(there hasbeena context switch|
36)

On this particular examplecpu, all i’o instructions are 2 bytes
long

The diagram also shavs the queueof processesn the:

Ready queue(processeshat arereadyto run, but do not have
a cpu to executeon yet)

Blocked, or Wait queug where the processeshave been
blocked becausethey are waiting for i/0 to nish.
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PCB Example: Diagram

‘to ‘tl ‘tz ‘t3 }u !ts ‘tecpu -

NN N N N N N

Ready Queue: l:l l:l
Blocked Queue: l:l l:l l:l l:l

PCB | OXCAFE 0xCODE 0xCODE 0xCODE Process 1 has terminated;
for P1 It's PCB has been freed
Running Blocked Ready Running
PCB OXFEED OXFEED OxFEED
for P2 OxFACE OxFACE ” X X Process 2 has terminated
Ready Running Blocked Ready Running PCB is freed
PCB | oxDEAF OXDEAF OXDEAF OXDICE 0xDICE 0xDI1CE P3 has
for P3 exited;
Ready Ready Running Blocked Ready Running PCB freed
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What is the address of I/O

instructions?

We are given that all i/o instructions in this particular example
are two bytes long (slide 39)

We can seethat when the processis sleeping(i.e., blocked),
then the program courter points to the instruction after the
i/0 instruction

So for process P1, which blocks with program courter
pc = CODEg, the i/0 instruction is at addressCODE;g 2=
CODCys

for process P2, which blocks with program courter
pc = FEED 6, the i70 instruction is at addressFEED ¢ 2=
FEEB 6

for process P3, which blocks with program courter
pc = D1CEg, the i/0 instruction is at addressD1CE;g 2=
D1CCys

PCB Example | Contin ued

In slide 40,

The times tq, t1, ty, ta, t4, ts and tg are when the scheduler
has selectedanother processto run.
Note that thesetime intervals are not equal they are just the
points at which a scheduling changehas occurred.

Eadch processhas stopped at one stageto performi/o

That is why ead oneis put on the wait queueonceduring its
execution.

Eadh processhas performedi’o once

OSSI| ver. 1.5 Processeg slide 41

OSSI|

ver. 1.5 Processeg slide 42

Pro cess System Calls

How the OS controls pro cesses



How you use the OS to control pro cesse

How Pro cessescan Talk to Each Other

Ma jor pro cess Control System Calls

| start a new process

| replacecalling processwith macdine code from an-
other program le

| parent processgetsstatus of its' child after
the Chl|d hasterminated, and cleansup the processtable ertry for
the child (stopsit beinga zombig

| terminate the current process
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IPC

Inter Pro cess Comm unication

Problem with Pro cesses

Communication!

Processegannot seethe samevariables

Must usel nter ProcessCommuniction (IPC)
IPC Tedniquesinclude:

pipes,and named pipes(FIF Os)
sockets

messagesnd messagaueues
sharedmemory regions

All have someoverhead
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Interpro cess Comm unication (IPC)

Pipe | circular bu er, can be written by one process,read by
another

related processean useunnamedpipes

{ usedin , €.9.,the vertical bar j' in
$
unrelated processegan usenamel pipes| sometimescalled
fif os

Messageg posix providessystemcalls msgsnd() and msgrcv()

messages block of text with a type
eadh processhas a messagajueue,like a mailbox

processesare suspended when attempt to read from empty
queue,or write to full queue.

OSSI| ver. 1.5 Processeg slide 47



IPC

| Shared Memory

Shared Memory | a Common block of memory sharedby many
processes

Fastestway of comnunicating

Requiressyndronisation (Seeslide 29)

OSSI|
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IPC

| Signals

Somesignalscan be generatedfrom the keyboard, i.e.,' Control-C !
| interrupt (SIGINT); Control-\ 1| quit (SIGQUIT, ' Control-Z
| stop (SIGSTOP

A processsendsa signalto another processusing the Sys-
tem call

signals are implemerted as single bits in a eld in the pcb, so
cannot be queued

A processmay respond to a signal with:

a default action (usually processterminates)

a signal hander function (see
notes), or

ignore the signal (unlessit is SIGKILL or SIGSTOP

in shell programming

A processcannot ignore, or handlea SIGSTO#Br a SIGKILLsignal.
A KILL signalwill alwaysterminate a process(unlessit is in
interruptible sleep)

A SIGSTORBignalwill alwayssenda processinto the stopped
state.

Signals and the Shell

We canusethe built in commandto make the

call to senda signal
A shell script usesthe

Ignoring the signalsSIGINT, SIGQUITand SIGTERM

trap " INT QUITTERM

system

built in commandto hande a signal

Handling the samesignalsby printing a messagehen exiting:

trap "echo 'Got a signal; exiting.';exit
Handling the samesignalswith a function call:

signal_handler() {
echo "Received a signal; terminating."
rm -f  $temp_file
exit 1

}
trap signal_handler INT QUIT TERM

Sendinga SIGKILL signalto processwith pid 3233:

$

1" INT QUIT TERM

OSSI|
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Ligh tweight pro cessesthat can talk to each
other easily

Threads and Pro cesses

Threads in
a process all
share the same
addressspace

Processeshave sepa-
rate addressspaces

Communication more
indirect: ipc (Inter
Communication Process Communica-
easier tion)

Overheadless Overheadhigher

Problems of Less problem with
locking and shared resources
deadlock a (since fewer resources
major issue to share!)
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Threads have own. ..

stack pointer
register values
sdheduling properties, sut as policy or priority

set of signalsthey can ead block or receive

own stadk data (local variablesare local to thread)

Threads share a lot

Changesmade by onethread to sharedsystemresourceqsuch as
closinga le) will be seenby all other threads.

Two pointers having the samevalue point to the samedata.

A number of threads can read and write to the same memory
locations, and soyou needto explicitly synchionise access

OSSI| ver. 1.5 Processeg slide 54

Problem with threads:

Avoid 2 or more threadswriting or readingand writing samedata
at the sametime

Avoid data corruption

Needto cortrol accesdo data, devices, les
Needlocking

Provide three methods of locking:

mutex (mut ual exclusion)
semaphores

condition variables

OSSI| ver. 1.5 Processeg slide 53
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Race Condition

Race Conditions

race condition |

an error in coding

Example: two threads both accessamelist with code like this:

if ( listnumitems > 0) {
/[ Oh, dear, better not change to
/I other thread here!
remove_item( list ); // not here!
/[ ...and not here either:
--list.numitems;

Race Condition | one possibilit y

thread 1 thread 2

readvery _important _count (5)

add 1 (6)

write very _important _count (6)
readvery _important _count (6)
add 1 (7)
write very _important _count (7)
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}
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Critical Sections

critical resouce | a device, le or pieceof data that cannot be
shared

critical section | part of program only one thread or process
should access

l.e., you lock data, not code

Considerthe code:
very_important_count++;

executed by two threads on a multipro cessormachine (smp =

Example | another possibilit y

thread 1 thread 2

readvery _important _count (5)

readvery _important _count (5)
add 1 (6)

add 1 (6)
write very _important _count (6)

write very _important _count (6)
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Solution: Synchronisation

Solution is to recognisecritic al sections

usesynchionisation, i.e., locking, to make sure only onethread or
processcan enter critical regionat onetime.

Methods of syndironisation include:

le locking
semaphores
monitors
spinlocks

symmetric multi processor)

OSSI| ver. 1.5 Processeg slide 58

mutexes
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File Locking

For example,an system call can be usedto provide ex-
clusive accessto an open le

The call is atomic

It either:

{ completely succeedsn locking accesdo the le, or

{ it fails to lock accesdo the le, becauseanother thread
or processholds the lock

{ No \half-lo cked" state
No race condition

Alternativ escan result in race conditions; for example:

thread/pro cessl cheds lock le
thread/pro cess2 cheds lock le a very short time later

both processeghink they have exclusive write accesgo the
le

le is corrupted by two threads/processesvriting to it at the
sametime
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Summary and References

Summary | Pro cess States, Scheduling

Sdeduler changesprocesseshetween ready to run and running
states

context switch: when scheduler changesprocessor thread
Most processesre blacked, i.e., sleeping:waiting for i/o

understandthe processstates
why a processmovesfrom one state to another

Communication betweenprocessess not trivial; ipc methods in-

clude
pipes sharedmem-
ory
messages
signals
semaphores
OSSI| ver. 1.5 Processeg slide 64
Summary | Processesand Threads
With Linux and Unix, main are :

and
Threadsare lightweight processes

part of oneprocess
shareaddressspace
can sharedata easily

sharing data requiressyndironisation, i.e., locking
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